
Saim Zaib
Islamabad, Pakistan • +92-300-0264566 • saimzaib.official@gmail.com • linkedin.com/in/saimzaib • github.com/saimcyber

PROFESSIONAL SUMMARY
Cybersecurity undergraduate pursuing a career in DevOps and Cloud Engineering, with hands-on experience in
Kubernetes, Terraform, Docker, and CI/CD automation. Builds secure, scalable microservices with monitoring, container
security, and Infrastructure as Code (IaC).

EXPERIENCE
AWS Community Leader | AWS Student Builder Community - FAST Islamabad Feb 2026 – Present
• Designed and led hands-on workshops on AWS core services, CI/CD pipelines, and Infrastructure as Code (IaC),

training students to deploy cloud-based projects end-to-end.
• Mentored peers one-on-one and in small groups on Docker, Kubernetes, and CI/CD automation, guiding them from

tutorials to deploying real containerized projects.
DevSecOps Officer | Google Developer Groups on Campus FAST Islamabad Nov 2025 – May 2026
• Implemented CI/CD workflows and containerized applications using Docker and GitHub Actions to support internal

projects and community events, standardizing the build-and-deploy process across teams.
• Automated recurring deployment and environment-setup tasks using GitHub Actions and Infrastructure as Code

practices, replacing manual steps with repeatable pipelines.

PROJECTS
AwareNet Microservices Platform | DevSecOps Project Sep 2025 – Dec 2025
• Built a Docker-based architecture of 10+ microservices with service isolation, scalability, and fault tolerance.
• Implemented secure API Gateway with JWT authentication and RBAC authorization for inter-service communication,

validated using Postman.
• Built phishing simulation and content moderation modules combining simulated attack scenarios with automated

detection logic, following secure SDLC and Agile practices.
SecureKubeOps DevSecOps Pipeline | Cloud Engineering Project Mar 2026
• Built a 2-repo GitOps pipeline (GitHub Actions, Docker, Minikube) automating 100% of builds, Trivy scans, and rolling

deployments.
• Configured Prometheus and Grafana to scrape 50+ system and application metrics, enabling real-time Kubernetes

cluster observability.
• Debugged and resolved image pull failures, pipeline authentication errors, and Kubernetes Service misconfigurations

during pipeline development.
AWS Cloud Automation with Terraform | Infrastructure as Code Project Jan 2026 – Present
• Provisioned and managed AWS infrastructure over a 10-week structured progression, automating a different core

service each week with Terraform, including EC2, Lambda, RDS, and CloudWatch.
• Configured IAM roles, VPC networking, and Security Groups following least-privilege and secure network design.

CERTIFICATIONS & TRAINING
• AWS Certified Solutions Architect – Associate (In Progress) – Amazon Web Services Sep 2026
• Oracle Cloud Infrastructure (OCI) DevOps Professional – Oracle Oct 2025
• Oracle Cloud Infrastructure (OCI) Architect Associate – Oracle Oct 2025
• Google Cloud Cybersecurity Specialization – Google Nov 2025
• TryHackMe DevSecOps Certificate – TryHackMe Feb 2026
• Positive Hack Camp 2026 – Positive Technologies, Moscow, Russia Aug 2026

Selected from 800+ applicants across 20 countries for a two-week offensive security intensive in privilege escalation
and web application exploitation; sponsored by Positive Technologies.

TECHNICAL SKILLS
• Cloud & IaC: AWS (EC2, VPC, IAM, S3, Lambda, RDS, CloudWatch), Cost Optimization, Azure, Terraform, Ansible,

GCP, OCI
• DevOps Tools: Docker, Kubernetes, Container Orchestration, Helm, Minikube, Jenkins, Git, GitHub, GitHub Actions,

GitOps, CI/CD
• Monitoring & Security: Prometheus, Grafana, Trivy, Vulnerability Assessment, SAST/DAST, Incident Response,

RBAC, JWT, IAM
• Systems & Networking: Linux Administration, Kali Linux, Bash Scripting, Nginx, Load Balancing, High Availability,

Networking (TCP/IP, DNS, Subnetting, Routing)
• Programming: Python, C++, SQL
• Familiar With: Argo CD, SonarQube, OWASP ZAP, ELK Stack, Istio

EDUCATION
FAST NUCES Islamabad | Bachelor of Science (BS), Cyber Security CGPA: 3.25 2024 – Expected 2028
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